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1. INTRODUCTION 

The internet of things (IoT) allows devices of various types to be connected and monitored via the 
Internet over long distances. This concept has been noticed in recent years and has attracted the attention of 
researchers, as it is used in various fields, including smart homes, industrial environments, and commercial 
fields, where this system depends on wireless sensor networks that are linked to each other where it consists 
of a set of sensors and electronic actuators that are connected with to build multiple applications such as 
smart homes [1]. 

The smart home is one of the parts and components of the internet of things, which aims mainly to 
integrate home automation and allows the connection of different things and the possibility of monitoring and 
controlling them remotely, for example, allowing the ability to manage the light switches, turning them off 
and on, remotely using the phone, as well as through voice or thermostats. Which contribute to controlling 
the internal temperatures of the house and the use of power units, as well as in level systems to manage the 
water [2]. 

The smart home provides very many facilities in terms of security, energy management and low 
operating costs, as it reduces time, effort, money and energy. These systems are adaptable and the possibility 
of adjusting the various special needs. I ask you about the house. The infrastructure is flexible and subject to 
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change and from different standards, as it provides measurement of home conditions. Precise control of 
embedded devices [3]. One of the many advantages of home automation systems is the ease of management 
and control through smart devices, phone, computer, mobile devices, tablets or smart watches, where the 
brakes are controlled by remote control and the devices lock the automatic doors, increase comfort by 
regulating temperatures and the possibility of controlling and saving money [4]. 

Many home automation systems that are based on the Internet of things have been proposed by 
researchers. Wireless networks are relied upon using different technologies, each of which has its advantages 
and disadvantages, for example, Bluetooth was born and used in many automations that are low-cost, fast and 
easy to install, but the distance is limited in addition to that. Global system for mobile communication (GSM) 
or Z** is one of the widely used wireless technologies, as it has provided lounges that do not extend. I send a 
design in a way that is low in cost and low in energy consumption, but it is characterized by low data 
transmission speed, low tiring, and network stability is also low and the possibility of maintenance is very 
high, and this is what it is devices based on Wi-Fi technology are cheap, which are always available in and 
can be based on this application [5]. 

View common uses can invest in hardware by relying on home automation Crescent basic setup 
operating system in the home [6]. However, whoever uses Wi-Fi to create interconnected networks, it targets 
energy ten times more than devices that rely on Bluetooth completely and allows a limited number of devices 
up to thirty devices connected at one time compared to Ethernet. Wi-Fi is characterized by ease of access and 
the ability to expand without the need for wires low cost, as it is affected by obstacles or walls that cause 
weak signal, and other challenges related to Wi-Fi, including Internet security and privacy issues, are the 
impact of noise [7]. The most related works in term of IoT based Smart home automation and monitoring 
systems have been discussed and overviewed as follow: 

Domb [8] a set of main issues have been proposed in the scenario of the smart home for automation 
and hope. The problem of security is dealt with the smart home via the Internet. Focus on providing on 
confidentiality, credibility and safety of data that are sensitive to and exchanged by smart home objects. It is 
very important to know and study human behavior. The results show that the proposed concept of the home 
Smart reduce expense overhead. 

Yar et al. [9] a method based on exploring the concept of the smart home and its related services, 
integrating the Internet of things and cloud computing, by integrating artificial intelligence (AI) in sensors, 
modern technology, chocolate, access to different sites and increasing storage space, the efficiency of data 
transmission, as it was based on a system based on three main components that contribute to explaining the 
results expected from a smart home. 

Stolojescu et al. [10] they proposed an integrated cost-effective system based on the concept of the 
edge as an internet of things computer. The proposed system provides the possibility of remote control of 
home appliances. YouTube Security and safety stores data. Maintaining the privacy of this data. Data is 
processed from visual and standard sensors. Bandwidth is reduced. Storage cost. The proposed efficiency is 
6% of the efficiency of the current solutions in terms of energy consumption, and it achieves a speed 
exceeding 5% in detecting motion. 

Islam et al. [11] a system has been proposed that connects sensors and other data sources, and this 
system is called qToggle and works by relying on a flexible and powerful application programming interface 
based on application programming interface (API). With Arduino, the proposed system through the results, 
ease of use, second development, more reliance on various additions. 

Taiwo and Ezugwu [12] the proposed system responses to the organization and analysis of home 
automation that is based on the Internet of things using IoT technology NodeMCU rely on a proven message 
queuing telemetry transport (MQTT) protocol, the proposed system, surveillance cameras, remote devices, 
using the phone application over the Internet. 

Jo et al. [13] they design and development proposals for smart and cloud-based home automation 
systems? The proposed system from the home through a mobile phone with an Android system on a 
controller that overlays devices and environmental factors and supervises home security through movement 
and taking pictures. It was relied on a camera that takes pictures to avoid false alarms. Was it done? Relying 
on the concept of machine learning to distinguish between images of persons authorized to enter images of 
intruders The proposed algorithm classifies the features of the captured image and talks about what was 
normal intrusive before doing the work of warning the proposed system that these algorithms improve the 
functionality of the ystem. 

ALiero et al. [14] they aim to achieve a perception of the behavior of the elderly, using sensors 
based on a comprehensive assessment of negative responses based on a set of Integrated Sensor Hub sensors 
(ISHS), where the proposed system depends on four factors: advanced use, advanced use, perceived privacy 
and perceived benefit. And the years living in an elderly care center in South Korea showed negative 
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reactions chick usability promise as the proposal indicated the need for a friend for you Reduce negative 
reactions and response. 

Alani et al. [15] the researchers analyzed the smart home energy management system to determine 
the current trends to improve performance in the future, and the results showed the lack of quality 
headphones in safety and privacy, interoperability, expansion and adaptation of the population, which 
exposes them to health risks. The proposed system also demonstrated the possibility of providing smart 
homes free of energy consumption and cyber security threats. 

Ammi et al. [16] they relied on special frameworks NETPI and BLYNK that support based on the 
Internet of things, smart phone applications and websites that do it providing work for the system and 
extracting deep learning data results. The proposed system provides flexibility in dealing with many control 
units applicability in home devices based on remote control. 

Schomakers et al. [17] a proposal for a system based on the blockchain, working smart home 
systems, where the proposed system was designed based on a group of missing security, which is based on 
four layers of cloud storage and a hyper-ledger fabric, and implemented a smart home, where the system 
aims to set the speaker of this house design and raise the security needs rely on a needy Internet. The results 
showed that the proposed system is characterized by transparency, interoperability and the confidentiality of 
the smart home. Alfakeeh et al. [18] the proposed system explores various privacy aspects related to trust, 
using the smart home from the user’s point of view, with regard to determining the level of automation and 
the field of application. The general use of the smart home is proposed to adapt to the needs of the user. 

Manojkumar et al. [19] design a new model controlling complementary automation based on a 
machine learning model. In this model the extent of changes in the environment of the smart home adoption 
of the squash tree room different levels of mating where the decision tree is designed based on the possible 
decisions that apply the customized requirements. The elderly regardless of assistance verified using scales of 
assistance and delay, it is necessary to control the bridges of meters, the implementation of a comparison of 
the form. Oh et al. [20] a special automation system called HIS is designed with low cost and remote control, 
relying on the IoT, monitoring and controlling home appliances through the web, how much Arduino uses, 
technologies, connecting to Wi-Fi, the proposed system reduces power consumption by 30% of the load. 

In (Desnanjaya, et al.) [21] they proposed system based on a special protocol to distinguish smart 
device theft and identity theft Providing mutual authentication securely relying on the weight loss protocol is 
happy on the Internet of things. What is the proposed system provides in performance and reduce the 
computational cost and is suitable to work in the environment of a smart home based on the internet of 
things. 

Podder et al. [22] a security monitoring system has been established, using Raspberry Pi, ruling the 
system, and connecting it to many consultants, detecting things that enter the room, using the camera, as well 
as using sensors, degrees of love, gas, detection, status, temperature and gas concentration in the room, and 
the Telegram application has been adopted. Sending notifications from these devices. The proposed system is 
efficient in providing security, monitoring the house from thieves and intruders, as well as sending alerts 
about the dangers of high temperatures and detecting gas in the room. 

Kumar and Chouhan [23] the proposals for a special system is called Smart AgroTech, which is 
based on the internet of things in the context of urban agriculture, taking into account a set of variables, 
including the percentage of humidity, temperature, and soil moisture. It adds reliability to the system by 
determining the error rate between the actual data and the data collected from the sensors and provides 
various improvements compared to other traditional methods. 

Bhatt et al. [24] they proposed a secure address and authentication system based on the smart card 
reliance on the standard IPv6 protocol reducing security threats in the internet of things. The proposed system 
provides uniquely elegant and authenticated smart devices and uses a secret session key that prevents the 
network from unauthorized access and analysis. Informal or formal security the use of a set of tools including 
record of rights (ROR) prove the proposed system from the results obtained from the internet of things smart 
home from points and the attacks that are presented to them. 

Sequeiros et al. [25] a balanced deep learning environment has been used. Solutions to address these 
three limitations. Three limitations, including the multi-objective optimization problem, the fitness function, 
solve the price management problem in the energy consumption that is used in heating systems, where he 
used methods by systems. Heating ventilation and air conditioning (HVAC) in terms of energy loss, price 
management and capacity, interactive use of several experiments to verify the integrity of the section system, 
and the results showed that the proposed system is good, except for a comparison between other 
communication protocols. 

Murad et al. [26] they relyed on a research model that combines the technology of pleasure and 
happiness motives with the unified theory of acceptance and use of technology. Providing visas for well- 
being. Relying on a sample consisting of 260 responses to the survey. The results are that the motive behind 
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the hedonistic behavior associated with some smart home services as well as the existence of a positive 
relationship using smart home services is well-being. 

Froiz et al. [27] the proposed design includes many subsystems, adding a group of types of sensors, 
such as the passive infrared sensor, passive infrared sensor (PIR), gas sensor, soil moisture sensor, water 
level sensor, and temperature sensor. The proposed system relies on Bluetooth technology. The Android 
application controls these devices and their properties from Smart home remote control using Arduino Nuno. 

Our model completely merges the automation and monitoring system based on IoT system 
architecture to provide reliable IoT sensing state and how to monitoring smart home with specific devices 
and notify home administration in case of any abnormal state. The rest of our paper is organized as shown in: 
In section 2, the proposed system method has been explained. Section 3, describes the proposed system 
results and Discussion. In section 4, concluded the used method. 


2. METHOD 

The applications of the internet of things are increasing on a large scale to include simple household 
applications for daily tasks. Does the internet of things use in the homes for the purposes of monitoring 
energy, determining and maintaining a certain level of it, as well as monitoring the opening and closing of 
doors, the high levels of smoke in the atmosphere and identification, adding many other applications that you 
use from home. The proposed system consists of three components, the first component is the sensors, which 
are responsible for the environment and are not based on the internet of things, in addition to a main node 
connected to these sensors, which is busy collecting gathered data valid for the final processor part. It has 
beem illustrated in Figure 1. 


End-User Arduino IoT Smart Home Sensors 


Figure 1. The proposed IoT home monitoring system illustrative diagram 


The second part of the proposed system consists of the data processing process. After the data 
collection process, the sensors process and send it to the main node via wired and wireless communication. 
Translate this data and control it automatically or through the user interface through which this data is 
transmitted. It is through. Commonly more systems based on a special server to download the data after 
processing so that it can be accessed through its neck and through it and helps in the process of saving time 
and energy as shown in Figure 1 which shows the scheme of the proposed system. 

Furthermore, Figure 2 showed the main blocks of the proposed system which it based on the IoT 
sensors as smart home automation elements and the network requirements components. The proposed IoT 
sensors are security locks, light control, and so on, which they are connected to the Arduino gateway through 
wifi, Bluetooth and ZigBee and the gathered data passed to the user interface through the internet, the end 
user used different application tools such as PC computers, mobile devices, and many others to access to the 
gathered data through web page link, API, and IoT App. The contribution of the proposed method is based on 
implementing the network topology showed below and enhanced network performance, with decrease end to 
end delay and network latency overall. 

Besides, the Flowchart of the proposed method showed in Figure 3, as the main steps of the 
implementation system, from the point of beggeining gather data by IoT sensors to the steps of management 
data, analyis them and present the data in the graphical user interface. The main steps in Figure 3 are as 
shown in: 

- Connect all devices with Arduino. 

-  Configuraing IoT sensors and setting. 

-  Cheacking code suscessufly and pass the request to the login page, or refuse the request. 

- Network element configuration with API and widgets with starting home automation system and 
monitoring the sensing states. 
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- Checking the normal and abnormal state for each sensor reads and compared with the normal reading 
stored in the system if the upcoming read is within the normal rate it accepted otherwise the system 
inform the adminstartor about abnormal behaviour with alam notification with light and sound cases. 

- Finally, the research result evaluations are passed from the IoT sensors to the specific service on 
computer web url with IP or address and to graphical user interface within the Mobile. 


Gateway and Service 
Provide Blocks 


: 
F 
g 
: 


Figure 3. The proposed system flowchart 


Secure smart home automation and monitoring system ... (Mohamed Khudhair Al-Gburi) 


274 m) ISSN: 2502-4752 


3. RESULTS AND DISCUSSION 

In this section, it is explained the results of research and at the same time is given 
the comprehensive discussion of the proposed system case studies. The proposed system implemented with 
hardware side in Arduino and C# programming language. It is evaluated with network evaluation metrics as 
the delay, packet delivery ratio, add the results analyized with Arduino to IoT sensor, Arduino to system 
administrator approaches 

The mains steps of the system implementation as shown in: 

- The Login page to verify the authorized user. 

- The main system home page of normal state configured with remote connection public IP address 
- The Abnormal sensor reads of CO about 13431 compared with normal state as less than 5000. 

- Building results with the secure alarm notification system. 

In addition, the proposed system discussed based on the two main case studied to recognized the 
normal and abnormal sensor reads where the normal state was as less than 5000 value and the distance less 
than 15 cm, and the abnormal state as more than 5000 and distance more than 15 cm as well as the proposed 
system provides the authorization to identify the legitimate and illegitimate users through cloud login page as 
remote access connection. The used system decrease time and delay of captured data from IoT sensors and 
the data logged to the central Arduino are recorded and displayed over time through a data-viewing 
dashboard in the specific tool, and flexibility of the data displayed for the user on a app that was designed for 
this purpose. Besides, it decreases computation power (RAM, CPU usages and execution time). Alongside, 
the proposed method is expected to detect intruders by identifying the people who are authorized or not 
authorized to enter the system, through verification tools in IoT sensors, and pre-protection by avoiding 
disasters when gas leakage or fire breaks out in time. The normal of distance is less 15 cm and it depends on 
the radio frequency identification (RFID) if it isn’t correct and distance more than 15 cm as explained in 
Table 1. 


Table 1. The results of the proposed system 
Sensor Reading Distance Smoke Co LPG 


Normal 16 22 20 46 
Abnormal 20 13402 7301 5102 
27. 10211 6256 5097 


There are differernt evaluation metrics used in the proposed system as shown in: 

- Network latency is the time it takes for data or a request to go from the source to the destination. 
Latency in networks is measured in milliseconds [28]. 

- Packet delivery ratio (PDR): This network performance metric is defined as the ratio between the 
number of data packets successfully delivered to the destination and the number of packets transmitted 
by the source [29]. 

- The delay time is the time used to transmit packet from the sender IoT to the receiver Arduino and it 
explains the delay time of data traffic in simulation environment for entire packets [29]. 

Furthermore, the proposed system is based on real data transmission for data exchanges between 
Arduino and IoT sensors, it showed better latency time as it provides 0.0012 seconds for alarm notification 
exchanged data from the Arduino to the system administration as the minimum average latancy. Alongside, 
the Arduino node can greatly reduce the delay since it is located near IoT devices and it controlled on all data 
generated by sensors, Table 2 showed the latency of the proposed environment. In addition. data traffic delay 
and packet delivery ratio are listed in Table 3, for some range in meter between Arduino and system 
administrator. Figure 4 shows the chart for some range to calculate the traffic delay and packet delivery ratio 
for the main network elements as Arduino and IoT sensors for secure smart home automation. 


Table 2. Network latency 


Sensor reading Distance incm Connection type Avg. latency (s) 
Arduino to IoT sensor 100 Wire 0.0018 Seconds 
Arduino to System Administrator 500 Wireless 0.0012 Seconds 


Table 3. The main results for traffic delay and packet delivery ratio (PDR) 
Range in meter Avg. delay Packet delivery ratio 


< 10 2 ms 100% 
10 - 40 2.8 ms 99% 
40 - 60 3.4 ms 98.7% 
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Figure 4. The used evaluation of range distance, traffic delay and PDR 


4. CONCLUSION 

The issue of providing security in smart home systems is one of the most important issues that have 
attracted the attention of researchers, as a result of the diversity of attacks, the increase in the amount of data 
generated by sensors in these applications, and therefore it has become necessary to develop a system that has 
the ability to deal with the amount of large data, its sensitivity and the type of data and the origin of alerts to 
the network administrator about the conduct of the sensor inside this network. The proposed system has 
proven through experience its ability to analyze the legitimate user from the malicious user, depending on the 
login interface, where this interface distinguishes the authorized person from the unauthorized one and after 
logging in remotely through a special link equipped with the remote connection service via cloud public IP 
(http://176.223.140.119:1003/), where it allows access to sensors, that was installed in a smart home 
environment. Which they used for IoT measurements such as the distance, gas, nature of the liquid and 
smoking. The normal reading can be distinguished from the abnormal readings of these sensors, where the 
proposed system sends an audio alert message when the values exceed the nature as well as and it recognized 
the possibility of unauthorized access to use the card identification (ID) with RFID, as the proposed system 
prevents bypassing the identity to theft or unauthorized opened the door. The results show that the sensor 
normal reading for distance 16 cm, smoke as 22, CO as 20 LPG as 46, while the Abnormal as 20, 13402, 
7301, and 5102 for the first abnormal state and 27, 10211, 6256, 5097 respectively. Network delay and data 
traffic latency was enhanced in the proposed system for compared data in wireless IoT sensors. 
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